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Welcome

Prof0,Dr0,René,Mayrhofer Prof0,Dr0,Edgar,Weippl Dr0,Michael,Roland

We, welcome, you, to, the, Android, Security, Symposium, in, Vienna), Austria0,

Presentations,by,top,speakers,from,the,field,of,Android,security,and,privacy,

will, provide, an, in2depth, view, of, Android, security, architecture), threats, to,

mobile, security), and, countermeasures0, Special, focus, areas, are, trusted,

computing,concepts),usable,security,for,everyone),and,malware,analysis0,In,

addition),a,PhD,school,gives,doctoral,candidates,an,opportunity,to,present,

their,current,research,and,therefore,provides,a,glimpse,of,upcoming,topics,

in,Android,security,research0

The, Josef, Ressel, Center, for, User2friendly, Secure, Mobile, Environments,

CuJsmileU, started, its, research, activities, in, xNFx, with, the, driving, vision, of,

replacing,wallets,and,key,chains,by,usable),secure,hardware,and,software,

in,mobile,devices,with,a,particular, focus,on,Android,smart,phones0,Three,

years,later),we,begin,to,see,some,of,these,scenarios,becoming,mainstream),

such,as,mobile,NFC,payment),first,prototypes,for,digital,identity,cards,and,

more,wide2spread,use,of,biometric,user,authentication0,Nonetheless),many,

challenges,concerning,security,and,usability,remain),and,the,Android,Secu2

rity,Symposium,brings,together,academic,and, industry,researchers,to,dis2

cuss,current,issues,and,next,steps0

This,Android,Security,Symposium, is, funded,by, the,Christian,Doppler,For2

schungsgesellschaft, CCDGU, from, funds, of, the, Federal, Ministry, of, Science),

Research,and,Economy, CBMWFWU,and,the,Nationalstiftung,für,Forschung),

Technologie,und,Entwicklung0,We,are,also,thankful,to,support,by,our,three,

host, institutionsz, University, of, Applied, Sciences, Upper, Austria, in, Hagen2

berg), the, Institute,of,Networks,and,Security,at,Johannes,Kepler,University,

Linz),and,SBA,Research0

We, are, particularly, grateful, to, all, our, international, expert, speakers), who,
freely,present,their,deep,insights,and,latest,results,to,a,wide,audience,with2

out,compensation,for, their, time,and,effort0, It, is,on,their,shoulders,that, the,

Android,Security,Symposium,rests0
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Program
9thiSeptemberi2015

Registration08:30

Welcome,speech09:15

ExploringiAndroidiSecurity
Chair:sRenésMayrhofer

Improving,mobile,security,with,forensicsH,app,analysis
and,big,data

09:30

AndrewsHoog NowSecuresBUSAZ

Android,security,architecture11:00
NikolaysElenkov

SarionsSystemssResearchsBJapanZ

Lessons,from,the,trenches:,An,inside,look,at,Android,security13:30
NicksKralevich

GooglesBUSAZ

Coffee,break10:30

Lunch,and,networking,break12:00

Exploit,mitigation,at,the,native,level,for,RISC6based,devices14:15
MatthiassNeugschwandtner

IBMsResearchsZurichsBSwitzerlandZ

Coffee,break15:00

Secure,copy,protection,for,mobile,apps15:30
NilssTüsKannengiesser

TechnischesUniversitätsMünchensBGermanyZ

Human,factors,in,anonymous,mobile,communication16:00
SvenjasSchröder

UniversitysofsViennasBAustriaZ

Continuous,risk6aware,multi6modal,authentication16:30
DanielsHintze

JRCsuIsmilesBAustriaZRainhardsFindling.sMuhammadsMuaaz

FHDWsPaderbornsBGermanyZ

Closing,of,day17:00

PhDiSchool
Chair:sRenésMayrhofer
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RegistrationI8:6I

WelcomebspeechI9:O5

Security for Everyone
Chair:tEdgartWeippl

AssessingbAndroidbapplicationsbusingbcommandUlinebfuI9:6I
PautOlivatFora

NowSecuretbSpainT

ThebquestbforbusablebsecurityOO:II
NRtAsokan

AaltotUniversitytxtUniversitytoftHelsinkitbFinlandT

AndroidbandbtrustedbexecutionbenvironmentsO6:6I
JanLEriktEkberg

TrustonictInctbFinlandT

CoffeebbreakOI:6I

LunchbandbnetworkingbbreakOS:II

Anbinfestigationbofbdragons:
ExploringbvulnerabilitiesbinbthebARMbTrustZonebarchitecture

O7:II

JoshtThomas,tCharlestHolmes AtredistPartnerstbUSAT

CoffeebbreakO5:II

UsingbAndroidbsecuritybforbgovernmentalbPKI:
Opportunitiesbandbchallenges

O5:6I

PekkatLaitinen PopulationtRegistertCentretbFinlandT

Securebelementsbforbyoubandbme:bAbmodelbforbprogrammable
securebhardwarebinbmobilebecosystems

O6:II

AlexandratDmitrienko FraunhofertSITtbGermanyT

Trusted Computing
Chair:tEdgartWeippl

ClosingbofbdayO6:75

SocialbeventO7:II
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Registration08:30

Welcomeyspeech09:15

IncidentHHandling,HMalware,HandHCountermeasures
Chair:VRenéVMayrhofer

Mobileythreatsyincidentyhandling09:30
YonasVLeguesse

ENISAVFGreeceP

ANANASy–yANalyzingyANdroidyApplicationS11:00
DieterVVymazal

UniversityVofVAppliedVSciencesVUpperVAustriaVFAustriaP

HowyGoogleykilledytwo-factoryauthentication13:30
VictorVvanVderVVeen

VUVUniversityVAmsterdamVFNetherlandsP

Coffeeybreak10:30

Lunchyandynetworkingybreak12:00

Aywalkythroughytheyconstructionyofytheyfirstymobile
malwareytracker

14:00

FedericoVMaggi PolitecnicoVdiVMilanoVFItalyP

Closingyofyday15:00
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Improving mobile security with forensics, app analysis
and big data
The(velocity(of(change(in(the(mobile(ecosystem(requires(a(new(techniques(

to( secure( mobile( devicesK( This( talk( will( explain( how( we( can( address( this(

challenge( by( combining( global( data( from( mobile( devices( and( app( store(

metadata(with(staticj(forensic(and(dynamic(app(analysis(to(create(a(power'

fulj(data'centric(approach(to(mobile(securityK

Andrew Hoog
NowSecure(HOak(Parkj(ILj(USAC

Andrew(Hoog( is(a( top( industry(mobile( forensics(and(security(expertj(computer(

scientist(and(is(the(CEO(and(co'founder(of(NowSecurej(a(leading(mobile(security(

companyK( Hoog( has( three( patents( pending( and( has( authored( two( books( on(

mobile( forensics( and( securityK( When( not( breaking( Hor( fixingC( thingsj( he( enjoys(

great(winej(science(fictionj(running(and(tinkering(with(geeky(gadgetsK

Android security architecture

This( talk( will( give( an( overview( of( Android)s( security( architecture( from( the(

bottom( upj( and( present( the( major( Android( subsystems( and( components(

that( relate( to( device( and( data( securityK( The( talk( will( cover( broader( topics(
that(affect(all(applicationsj(such(as(package(and(user(managementj(permis'
sions(and(device(policyj(and(will(also(touch(on(more(specific(ones(such(as(

cryptographic(providersj(PKIj(and(credential(storageK(Some(of(the(changes(

introduced(in(the(upcoming(Android(M(release(will(also(be(exploredK

Nikolay Elenkov
Sarion(Systems(Research(HTokyoj(JapanC

Nikolay(Elenkov(has(been(working(on(enterprise(security(projects(for(the(past(JR(

yearsK( He( has( developed( security( software( on( various( platformsj( ranging( from(

smart(cards(and(HSMs(to(Windows(and(Linux(serversK(He(became(interested(in(

Android( shortly( after( the( initial( public( release( and( is( the( author( of( )Android(

Security(Internals)(Hhttp:MMwwwKnostarchKcomMandroidsecurityCK
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Nick Kralevich
Googlep-MountainpView0pCA0pUSAx

Nickp Kralevichp isp headp ofp Androidp platformp securityp atp Googlep andp onep ofp thep

originalpmemberspofpthepAndroidpsecuritypteamzpInphisp7pyearspinpAndroid0phepledp

thepdevelopmentpofpAndroid'sp keyp securityp featuresp andphaspbeenponp thep fore8

frontpofpmodernpoperatingpsystempsecurityzpNick'spexpertisepispinpdefensivepsecu8

rityp technologiesp withp ap focusp onp nativep codep hardening0p applicationp contain8

ment0pandpexploitpmitigationz

Lessons from the trenches: An inside look at Android security

Whenp Androidp wasp firstp releasedp inp 2??80p fewp couldp havep recognizedp thep

impactp itp wouldp havep onp thep mobilep worldzp Today0p itp isp thep largestp mobilep

operatingpsystempinpexistence0pwithpbillionspofpusersptrustingptheirpmostpsen8

sitivepdataptopAndroidz

Inp thisp talk0p Nickp willp discussp thep evolutionp ofp Androidp securityp fromp thep

beginningp top today0pandpgivepyoupanp insidep lookp intop thepAndroidpsecurityzp

WhatparepthepthingspthatpworkedpwellpforpAndroid?pWhatparepthepthingspthatp

haven'tp work?p Wherep willp wep gop inp thep future?p Andp whatp arep thep philoso8

phiespthatpguidepourpeverypdaypdecisionpmaking?
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Exploit mitigation at the native level for RISC-based devices

DcomingGsoonV

Matthias Neugschwandtner
IBMGResearchGDZurichAGSwitzerlandV

MatthiasGNeugschwandtnerGisGaGsystemGsecurityGresearcherGworkingGatGtheGCloudG

andG StorageG SecurityG GroupG atG IBMG ResearchAG Zurich.G TheG mainG focusG ofG hisG

researchGliesGonGlow-levelGsystemGsecurity.GThisGencompassesGprogramGanalysisAG

vulnerabilityG detectionG andG systemG hardening.G DuringG hisG academicG careerG heG

workedGatGtheGViennaGUniversityGofGTechnologyAGVrijeGUniversiteitGAmsterdamGandG

theGNortheasternGUniversityGinGBoston.
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Secure copy protection for mobile apps

Highlyb sophisticatedb copyb protectionsb existb inb theb desktopb worldb forb decä

adesbalreadybandbwerebmostboftenbusedbtobpreventbusersbfrombcreatingbilleä

galbcopiesbofbCDsborbDVDsUbwhilebthebapplicationsbwerebcheckingbforbabvalidb

discMb Insteadbmodernbsmartphonesbgatherb theirb appsb frombofficialbmarketsb

byb defaultb andb theseb appsb areb boundb tob ab userLsb accountb inb theoryMb Ofb

courseUb itLsbpossiblebtobaccessbthebappbfilesbandbredistributebthembtobotherb

usersbandbdevicesMbWhileb itbmightbbebnob issuebforb freebappsUbdevelopersbofb

paidbappsbriskbtheblossbofbrevenueMbForbthisbreasonbGooglebprovidedbdevelä

opersblibrariesbforblicensebverificationsb)LVLNMbNeverthelessbthebprovidedbmeä

thodsbcanbbebeasilybcrackedbandbmanybdevelopersbseembtobbebunawarebofb

theb risksbevenbnowadaysMb Inb thisb talkbwebwantb tobpresentbanbapproachb forb

copybprotectionbusingbsecurebelementsbonbsmartphonesbwithbAndroidM

Nils T. Kannengiesser
TechnischebUniversitätbMünchenb)MunichUbGermanyN

NilsbKannengiesserb isbab teachingüresearchbassociatebatb thebTechnicalbUniversityb

ofb Munichb )TUMNMb Hisb majorb isb Informationb Technologyb andb heb studiedb inb Kielb

)GermanyNb asb wellb asb Collegeb Stationb )USANMb Hisb currentb researchb isb aboutb

AndroidbSecuritybandbCopybProtectionbusingbSecurebElementsM
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Human factors in anonymous mobile communications

AsC theCuserC isCshiftingCmoreC intoC focusCasCanCessentialCpartCofCsecureCsys2

temsECtheCfieldCofCusableCsecurityCisCsignificantlyCgainingCinCimportance0CThisC

isCespeciallyC trueC forCanonymityCnetworksC likeCTorECwhichCallowCanonymousC

communicationConCtheCInternet0CAlthoughCaCvarietyCofCstudiesChaveCexaminedC

theCusabilityCofCprogramsCtoCaccessCtheCTorCnetworkC fromCaCtraditionalCPCEC

researchC concerningC Tor2relatedC appsC onC mobileC devicesC isC extremelyC

sparse0CThereforeECthisCPhDCprojectCaimsCatCresearchingCusabilityCandChumanC

factorsCofCappsCforCaccessingCTorECstartingCwithCOrbotECaCTorCproxyCappCforC

AndroidCdevices0

Svenja Schröder
UniversityCofCViennaCSViennaECAustriaö

SvenjaC SchröderC receivedC herC Master)sC degreeC inC AppliedC CommunicationC andC

MediaCScienceC fromCtheCUniversityCofCDuisburg2EssenC inC1FF:0CFromC1FFLCuntilC

1F3FCsheCworked�firstCasCstudentCassistantEClaterCasCresearchCassociate�forCtheC

ChairCofCCollaborativeCLearningCinCIntelligentCDistributedCEnvironmentsCSCOLLIDEöC

whereCherCresearchCfocusCwasCmainlyConCsocialCnetworkCanalysisEContologyCengi2

neeringCandChumanCcomputerCinteraction0

SinceC1F34ECSvenjaCSchröderC isC researchCassistantCatC theCCooperativeCSystemsC

ResearchC GroupC SCOSYöC atC theC UniversityC ofC ViennaC andC isC responsibleC forC theC

scientificCcoordinationCofCtheCcosyHlabCwhichCfocusesConCuserCtrials0CFurthermoreEC

herC researchC interestC isC inC theC fieldC ofC usableC securityC andC humanC computerC

interactionCwhichCisCalsoCtheCtopicCofCherCPhDCthesis0

OurCresearchCapproachCstartsCfromCtheCfactCthatCmobileCdevicesChaveCsomeC

limitationsCcomparedC toC full2sizeCcomputersECnotablyC limitedCmeansCofCuserC

interaction0COnCtheCotherChandCmobileCdevicesCalsoCofferCfeaturesCtraditionalC

computersClackEClikeCadditionalCsensorsCandCrichCcontextCinformation0CHCICasC

aC broadC fieldC canC helpC toC dealC withC thoseC limitationsC andC opportunitiesC inC

orderC toC forgeC moreC usableC andC thusC moreC secureC interfaces0C HenceEC thisC

PhDCprojectCaimsCatCsystematicallyCidentifyingCallCsortsCofCusabilityCissuesCinC

mobileC TorC apps0C EspeciallyC characteristicsC ofC mobileC contextC andC mobileC

interactionsCwillCbeCconsideredCinCourCresearchECwithCaCstrongCfocusConChowC

mobileCcontextCinfluencesCusageCofCTorCappsCinCtheCfield0

ToC thisC endEC usabilityC evaluationsC willC takeC placeC asC controlledC laboratoryC

studiesC asC wellC asC fieldC studies0C AllC userC studiesC willC beC conductedC inC theC

COSYCuserC trialC labECwhichC isCcurrentlyCsetCupCandCwillCbeC fullyCavailableCatC

theC group�sC premisesC byC theC endC ofC 1F3R0C BasedC onC theC resultsC improve2

mentsC toC theC userC interfaceC willC beC suggestedC andC implemented0C GeneralC

designCguidelinesC forCmobileCusableCsecurityCandCprivacyCappsCwillCbeCpro2

vided0
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Continuous risk-aware multi-modal authentication

NowadaysGMpeopleMownMandMcarryManMincreasingMnumberMofMmobileMdevicesGM

suchM asM smartphonesM andM smartwatcheszM ToM protectM sensitiveM dataGM theseM

devicesMneedMauthenticationMmechanisms�whichMusuallyMdonDtMgoMbeyondM

pointMofMentryMandMdonDtMscaleMwellMwithMaMgrowingMnumberMofMdevicesMandM

interactionszMWeMpresentMtheMpreliminaryMdesignMofMCORMORANTGManMexten)

sibleGM risk)awareGM multi)modalGM cross)deviceM authenticationM frameworkM thatM

enablesM transparentM continuousM authenticationM usingM differentM biometricsM

acrossMmultipleMtrustedMdeviceszMWithMtheMCORMORANTMframeworkGMweMaimM

forMuser)friendlyMmobileMdevicesMsecurityMbyMreducingMtheMnumberMofMauthen)

ticationMattemptsMandMeasingMtheMintegrationMofMnewMauthenticationMandMriskM

assessmentMmechanismsz

DanielmHintze
FHDWMUniversityMofMAppliedMSciencesMUPaderbornGMGermanyS

DanielMHintzeMreceivedMaMMzSczMinMIT)ManagementMandMInformationMSystemsMfromM

FHDWM UniversityM ofM AppliedM SciencesGM PaderbornGM GermanyM inM 1203zM SinceM

NovemberM1203MheMisMenrolledMinMtheMPhDMprogramMatMJohannesMKeplerMUniversityM

UJKUSM LinzGM AustriaGM withM expectedM dateM ofM completionM toM beM endM ofM 1207zM HisM

mainMresearchMinterestsMincludeMauthenticationMonMmobileMdevicesGMmobileMdeviceM

usageM andM UIM designzM SupervisorsM areM RenéM MayrhoferM andM JosefM ScharingerGM

professorsMatMJKUMLinzGMasMwellMasMEckhardMKochGMprofessorMatMFHDWMPaderbornz

RainhardmFindling
UniversityMofMAppliedMSciencesMUpperMAustriaMUHagenbergGMAustriaS

RainhardMDieterMFindlingMreceivedMhisMBScMandMMScMdegreeMinMMobileMComputingM

fromM theM UniversityM ofM AppliedM SciencesM UpperM AustriaM inM 1200M andM 1203M withM

distinctionzMCurrentlyGMheM isMresearcherMwithMuDsmileGM theMJosefMResselMCenterMforM

User)FriendlyMSecureMMobileMEnvironmentsGMatMtheMUniversityMofMAppliedMSciencesM

UpperM AustriaM atM HagenbergGM andM worksM towardsM hisM PhDM withM theM InstituteM ofM

NetworksM andM SecurityGM atM theM JohannesM KeplerM UniversityM LinzGM AustriazM HisM

researchM interestsM includeM machineM learningGM biometricsGM andM securityM inM theM

contextMofMmobileMenvironmentsMandMubiquitousMcomputingz

MuhammadmMuaaz
UniversityMofMAppliedMSciencesMUpperMAustriaMUHagenbergGMAustriaS

MuhammadMMuaazMreceivedMaMMzSczMdegreeMinMInformationMandMCommunicationM

SystemsMSecurityM fromMKTHMRoyalM InstituteMofMTechnologyGMStockholmGMSwedenM

inM 1201zM SinceM 1203M heM isM enrolledM inM theM PhDM programM atM JohannesM KeplerM

UniversityM LinzGM AustriaM underM theM supervisionM ofM ProfzM DrzM RenéM MayrhoferM andM

ProfzM DrzM JosefM ScharingerzM HisM mainM researchM interestsM includeM informationM

securityGMbiometricMauthenticationMonMmobileMdevicesGMandMmachineMlearningz



13

Pau Oliva Fora
NowSecureh.Barcelona4hSpainm

PauhOlivahForah.@pofmhishahSeniorhMobilehSecurityhEngineerhwithhNowSecurehandh
coCauthorh ofh theh -Androidh Hacker'sh Handbook-Wh Hish passionh forh smartphonesh
startedhbackh inh8GGRhwhenhhehhadhhish firsthPocketPChphonehwithh thehWindowsh
Mobileh operatingh system4h andh heh beganh reverseh engineeringh andh hackingh HTCh
devicesWhPauhhashbeenhactivelyhresearchinghsecurityhaspectshofhthehAndroidhopC
eratinghsystemhsinceh itshdebuthwithh thehTCMobilehG1honhOctoberh8GGKWhHehhash
spokenhathahvarietyhofhsecurityhconferences4hsuchhashDefConhandhRSAhinhthehUSh
andhRootedCon4hNoConNamehandhOWASPhinhSpainW

Assessing Android applications using command-line fu

Inh thish talkhwehwillhwalkh attendeesh throughh thehprocesshofh takinghaparth anh

Androidh applicationh usingh simpleh commandh lineh toolsh andh bashh magich

tricks4hbreakinghdownhawesomehoneClinershtohloophthroughh-adbhshell-hcomC

mandsWh Theh sessionh willh coverh theh currenth statehofh theh arth tohdisassembleh

Dalvikhbytecode4hobtainhthehdecompiledhJavahsource4hcheckinghthehapplicaC

tion'shcertificate4hcheckinghforhsourcehcodehobfuscationhandheasilyhfindhvulC

nerablehcodehsuchhashthehSecureRandomhbughorhtestinghforhthehpresencehofh

MasterKeyhexploith inhanhAPKhamonghotherh fancyhstuffh youhneverh imaginedh

youhcouldhdohjusthusinghthehcommandhlineW
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N. Asokan
Aalto,University,C,University,of,Helsinki,MFinland'

NI,Asokan,is,a,professor,at,Aalto,University,and,the,University,of,HelsinkiI,Prior,

to,joining,academiaz,he,spent,over,15,years,at,leading,industrial,research,laboraT

toriesI,His,research,interests,center,on,understanding,how,to,build,systems,that,

are,simultaneously,securez,easy,to,use,and,inexpensive,to,deployI,More,informaT

tion,on,Asokanxs,work,is,available,at,his,website,http:CCasokanIorgCasokanCI

The quest for usable security

Over, the, last,decade,or,soz, the,security, research,community,has,come,to,

recognize,the,importance,of,simultaneously,achieving,usability,and,security,

goals,when,designing,new,protocolsz,applicationsz,and,systems,for,ordinary,

nonTspecialist,users,in,the,mass,marketI,Often,the,primary,motivation,Mfrom,

the, perspective, of, designers', for, usable, security, arises, when, lack, thereof,

will,lead,to,a,definite,costI,The,source,of,such,costs,can,be,surprisingI

I, will, use, two, example, problem, instances, as, case, studies, to, discuss, the,

challenges,of,designing,usable,and,secure,systemsI,The,first,is,the,case,of,

secure,device,pairingz,where,the,research,and,standardization,communities,

attempted,to,design,and,deploy,a,suite,of,device,pairing,mechanisms,that,

are, both, usable, and, secureI, This, effort, resulted, in, the, development, of,

several,novel,key,agreement,protocolsI,The,second, is,a, recent,attempt, to,

design,a,zeroTeffort,deauthentication,schemeI,I,will,then,describe,a,number,

of, current, problems, in, mobile, devices, that, need, usable, and, secure, soluT

tionsI

On, the, positive, sidez, mobile, devices, offer, opportunities, for, security, reT

searchers,that,traditional,PCs,do,notI,I,will,briefly,outline,some,exploratory,

ideas,that,my,colleagues,and,I,have,been,investigating,on,this,frontI
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Jan-Erik Ekberg
TrustonicpIncWpRHelsinkiBpFinlandC

JanLErikp Ekbergp isp Directorp ofp Advancedp Developmentp atp TrustonicWp Hisp backL

groundp isp inp thep telecomp industryBpwherephepworkedp forp S8p yearspatpNokiapReL

searchpCenterWpHispprimarypinterestsparepwithpissuesprelatedptopplatformpsecurityBp

TPMspandpTEEsBpbutphephaspalsopbackgroundpinpRsecuringCpnetworkpprotocolspandp

telecomp systemsBp asp wellp withp shortLrangep communicationp technologiesp likep

NFCBpBTLLEpandpWLANWpInphisp latestprolephispmainpfocusp isp inptrustedpexecutionp

environmentsp forpAndroidBpbutpalsop inpOSpsecuritypaspectspsuchpaspSEAndroidWp

JanLErikpreceivedphispdoctoratepinpComputerpSciencepfrompAaltopUniLversityW

Android and trusted execution environments

Overp thep lastp yearsBp thirdLpartyp provisionablep Trustedp Executionp EnvironL

mentsp RTEEsCp havep seenp increasingp marketppresenceBp onepestimatep isp thatp

OW3Bp handsetsp havep beenp shippedp withp oneBp atp leastp 03OMp ofp thesep arep

AndroidphandsetsWpInterfacepstandardspinpthepfieldparepalsopmaturingW

Myp talkp willp focusp onp thep deployedp TEEp ecosystemp withp anp Androidp perL

spective�outliningp whatp ap TEEp architecturallyp isBp whichp componentsp andp

servicesp itp typicallyp containsp andp whichp processingp xp processorp servicesp

formp thep fundamentp ofp thep TEEp securityp argumentWp Ip willp brieflyp touchp onp

recentpplatformpalternativesp forpTEEpdevelopmentpandp researchBpaspwellpasp

whichp directionsp inp whichp wep seep TEEsp evolvingp inp thep nearp futureWp Ip willp

roundpuppbypmotivatingpTEEpusefulnessp throughpap fewpselectedpuseLcasesp

likep mobilep paymentsp andp identityBp asp wellp asp ap fewp architecturep andp apL

plicationp resultsp wep havep recentlyp reachedp inp thep newp domainp ofp TEEsp inp

serverspRCloudCBpprimarilypinpcollaborationpwithpAaltopUniversityBpHelsinkiW
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An infestigation of dragons: Exploring vulnerabilities in the
ARM TrustZone architecture
ARMO TrustZoneO isO beingO heavilyO marketedO asO aO beO allO solutionO forO mobileO

securityJOThroughOextensiveOmarketingOpromisingOBYODUOsecureOPINOentryUO

andOprotectionOagainstOAPTOandOtheOprevalenceOofOARMOdevicesOonOmobileO

platformsUOmillionsOofOdevicesOnowOcontainOanOimplementationOofOTrustZoneJO

HoweverUO theO currentO driversO forO TrustZoneO adoptionO primarilyO relateO toO

vendorO lockOandODigitalORightsOManagementO (DRM)UO ratherO thanO increasingO

theOdifficultyOinOcompromisingOuserOdataJOFurtherUOdueOtoOTZOarchitectureUOtheO

inclusionOofODRMOprotectionsOprovideOaOnetOreductionOinOrealOworldOsecurityO

providedOtoOtheOdeviceOownerJ

Josh Thomas
AtredisOPartnersO(HoustonUOTXUOUSA)

JoshOThomasOisOaOfoundingOmemberOofOAtredisOPartnersUOaOnicheOconsultingOshopO

performingOreverseOengineeringOandOsecurityOassessmentsOofOhardwareOandOsoftS

wareOproductsOforOvendorsOandOendOcustomersJOPreviouslyUOheOwasOaOSeniorOReS

searchOScientistOwithOAccuvantHsOAppliedOResearchOteamUOandOhasOworkedOasOaO

SeniorOResearchOEngineerOatOTheOMITREOCorporationJOJoshOspecializesOinOmobileUO

embeddedOsystemsUOprotocolOandOarchitectureOanalysisOandOhasOaOdeepOhistoryO

withOmalwareOandOadvancedOrootkitOresearchJOJoshOhasOwrittenOforOmultipleOjourS

nalsOandOindustryOpublicationsOoverOtheOpastOyearsOandOheOhasOopenOsourcedOtheO

entiretyOofOhisOworkOforOtheODARPAOCyberOFastOTrackOprogramJ

Charles Holmes
AtredisOPartnersO(BostonUOMAUOUSA)

CharlesOHolmesOhasOspentOnearlyOtheO lastOdecadeOworkingOonOsensitiveOprojectsO

forO variousO USO governmentO andO researchO organizationsJO CharlesO specializesO inO

mobileOsecurityUOmalwareOandOrootkitOdevelopmentUOandOadvancedOsoftwareOengiS

neeringJ

PriorO toO joiningO AtredisUO CharlesO wasO aO SeniorO ResearchO LeadO withO TheO MITREO

CorporationJOInOthatOroleUOCharlesOledOresearchOintoOaOvarietyOofOmobileOplatformsO

includingOAppleUOAndroidUOTelematicsUOandOBlackberryJO

BeforeOshiftingOfocusOtoOmobileOsecurityUOCharlesOworkedOonOaOvarietyOofOprojectsO

forO theO DepartmentO ofO DefenseJO TheseO projectsO includedO theO nextO generationO

softwareOforOtheOdisSmountedOsoldierUOtacticalOradioOnetworkingUORFIDOcardOreadS

ersUOnuclearOthreatOmodelingUOandOmissionOplanningOsystemsJ

InO thisO talkUOweOprovideOanOoverviewOofO theOARMOTrustZoneOarchitectureOasO

utilizedObyOmodernOAndroidUOBlackberryUOandOWindowsOphonesJOWeOdiscussO

itsOpotentialUO itsOcurrentOuseOcasesUO itsOshortcomingsUOandOitsO impactOonOtheO

securityO ofO modernO phonesJO AtO thisO pointUO weO diveO intoO theO detailsO ofO theO

QualcommOimplementationUOwhichOisOutilizedOonOtheOflagshipOmobileOdevicesO

fromOeachOmajorOvendorUOexcludingOAppleJOSpecificallyUOweOcoverOvulnerabilS

itiesOinOcodebasesOfromOQualcommUOOEMOVendorsUOandOzrdOPartiesUOasOwellO

asOattackOsurfaceUOexploitationOpathwaysUOdifficultiesUOandOsuccessesJ
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Using Android security for governmental PKI: Opportunities
and challegens
TheItalkIprovidesIaIviewIofIaIgovernmentalICAIproviderIonIAndroidFsIhard2

wareI basedI security0I CanI itI beI usedI forI governmentalI PKI?I WhatI areI theI

opportunitiesIandIchallenges?IHowI toIdoI theI registrationjIenrollmentjIandI

usageIofItheIcredentialIsecurelyIbutIstillIuserIfriendlyIway?IThereIareIaIlotIofI

issuesItoIbeIsolvedIbutIweIareIgettingIthere0

Pekka Laitinen
PopulationIRegisterICentreI)HelsinkijIFinlandL

PekkaI LaitinenI isI aI SeniorI AnalystI inI DevelopmentI andI ProductionI teamI ofI

CertificationI AuthorityI ServicesI groupI atI PopulationI RegisterI CentreI )PRCL0I HeI

joinedIPRCIinIFebruaryIN36EIandIisIresponsibleIforIresearchIandIdevelopmentIinI

theImobileIPKIIarea0IPriorIhisIworkIatIPRCjIheIworkedI6GIyearsIasIaIresearcherI

atINokiaIResearchICenterjIHelsinki0IAtINokiajIPekkaIwasIaImemberIofItheIsecu2

rityIresearchIgroupjIwhichIsucceededIinIeffectingIseveralItechnologyItransfersItoI

NokiaIbusinessIunits0

Mobile threats incident handling

ThisIpresentationIwillIdemonstrateIhowItheIapplicationIofIanI incidentIhan2

dlingIprocedureIcanIsimplifyI theIprocessIofI incidentIhandling0IThisIwillIbeI

validatedIthroughIaIcaseIstudyjIwhereItheIincidentIhandlerIwillIcoverIcertainI

criticalI stepsI suchI asI incidentI reportingjI mitigationjI andI theI closingI ofI anI

incident0ITheIincidentIhandlingIprocedureIwillIbeIbasedIonIENISAFsIframe2

workIforIincidentIhandling:

https:11www0enisa0europa0eu1activities1cert1support1incident2management1

browsable1incident2handling2process

Yonas Leguesse
ENISAI)AthensjIGreeceL

YonasILeguesseIisIanIExpertIinINetworkIandIInformationISecurityIatIENISA0IHeI

hasIaIbackgroundIinItheIfieldIofILawIEnforcementjIandIisIcurrentlyIpreparingIandI

deliveringItrainingIcoursesItoIComputerIEmergencyIResponseITeamsIwithinItheI

EU0
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Alexandra Dmitrienko
Fraunhofer1SIT1CDarmstadtU1Germany-

Alexandra1 is1 a1 researcher1 at1 the1 Fraunhofer1 Institute1 for1 Secure1 Information1

Technology1 since1 :Zzzw1 Starting1 from1 January1 :Zz;1 she1 leads1 the1 Mobile1

Services1 group1 of1 the1 CyberHPhysical1 Systems1 Security1 department1 of1

Fraunhofer1 SITw1 Recently1 Alexandra1 obtained1 her1 PhD1 in1 Information1 Security1

from1 TU1 Darmstadtw1 Her1 academic1 achievements1 within1 a1 PhD1 program1 were1

awarded1 with1 an1 Intel1 Doctoral1 Student1 Honor1 Awardw1 Her1 research1 is1 mainly1

focused1on1security1aspects1of1mobile1operating1systemsU1such1as1AndroidU1and1

security1 architectures1 for1 security1 sensitive1 mobile1 applications1 Csuch1 as1 online1

bankingU1access1managementU1mobile1payments1and1ticketing-w

Secure elements for you and me: A model for programmable
secure hardware in mobile ecosystems

TodayU1most1smartphones1feature1different1kinds1of1secure1hardwareU1such1

as1processorHbased1security1extensions1CewgwU1TrustZone-1and1dedicated1seH

cure1 coHprocessors1 CewgwU1 SIMHcards1 or1 embedded1 secure1 elements-w1 UnH

fortunatelyU1 the1 secure1 hardware1 is1 almost1 never1 utilized1 by1 commercial1

third1party1appsU1although1its1usage1would1drastically1improve1their1securityw1

The1 reasons1 are1 diverse:1 Secure1 hardware1 stakeholders1 such1 as1 phone1

manufacturers1and1mobile1network1operators1CMNOs-1have1full1control1over1

the1corresponding1interfaces1and1expect1financial1revenue;1and1the1current1

code1provisioning1schemes1are1inflexible1and1impractical1since1they1require1

developers1to1collaborate1with1large1stakeholdersw

To1address1these1shortcomingsU1we1propose1a1new1code1distribution1model1

for1mobile1ecosystems1which1allows1distribution1of1apps1and1their1security1

sensitive1 subroutines1 realized1 in1 a1 form1of1 Java1appletsw1Our1model1 leverH

ages1 marketHbased1 code1 distribution1 environments1 CwellHaccepted1 for1 the1

distribution1of1mobile1apps-1 to1distribute1Java1appletsw1By1 leveraging1marH

ketHbased1 environments1 for1 the1 distribution1 of1 Java1 applets1 our1 scheme1

provides1not1only1an1easy1way1 for1 third1party1developers1 to1get1 their1Java1

applets1 verified1 and1 signed1 by1 the1 secure1 element1 stakeholdersU1 but1 also1

enables1 secure1 element1 stakeholders1 to1 allow1 installation1 of1 the1 applet1 aH

gainst1 a1 feeU1providing1 financial1 incentives1 to1deploy1our1 schemew1FurtherU1

our1solution1provides1mechanisms1to1maintain1dependencies1between1apps1

and1 their1 corresponding1 applets1 and1 to1 automatically1 configure1 OSHlevel1

access1 control1 to1 secure1 element1 APIsU1 eliminating1 dependency1 on1 OS1

vendors1and1phone1manufacturersw1These1mechanisms1are1compatible1with1

Global1 Platform1 CGP-1 specifications1 and1 can1 be1 easily1 incorporated1 into1

existing1standardsw



19

ANANAS – ANalyzing ANdroid ApplicationS

Androidqisqanqopenqsoftwareqplatformqforqmobileqdevicesqwithqaqlargeqmarketq

shareqinqtheqsmartphoneqsector.qTheqopennessqofqtheqsystemqasqwellqasqitsq

wideqadoptionqleadqtoqanqincreasingqamountqofqmalwareqdevelopedqforqthisq

platform.qANANASq isqanqexpandableqandqmodularq frameworkq forqanalyzingq

Androidqapplicationsqthatqtakesqcareqofqcommonqneedsqofqdynamicqmalwareq

analysisq andq providesq aq simpleq toq useq pluginq interface.q Sixq pluginsq repre-

sentingqwell-knownq techniquesq forqmalwareqanalysisqhaveqbeenqdevelopedq

forqANANAS.qFiveqofqtheqsixqpluginsqimplementqdynamicqanalysisqmethodsLq

suchqasqsystemqcallqhookingqandqnetworkqtrafficqanalysis.

Dieter Vymazal
UniversityqofqAppliedqSciencesqUpperqAustriaqVHagenbergLqAustriaP

DieterqVymazalq isq anq Assistantq Professorq atq theq Universityq ofq Appliedq Sciencesq

UpperqAustria.qHisqmainq researchq interestq isq theqanalysisqofqmalwareqespeciallyq

focusedqonqmalwareqonqmobileqdevices.qDieterqgivesqcoursesqonqoperatingqsys-

temsLqnetworksLqmalwareqanalysisqandqreverseqengineeringLqandqsupervisesqseve-

ralqbachelorqandqmasterqthesesqonqmalwareqanalysis.qAsqpartqofqtheqDepartmentq

forq Secureq Informationq Systemsq atq theq Universityq ofq Appliedq Sciencesq Upperq

Austriaq heq runsq theq Malwareq Labq Hagenbergq thatq developsq andq maintainsq

ANANASLqaqframeworkqforqanalyzingqAndroidqapplications.

ANANASq isq integratedq inq aq scalableq analysisq infrastructureq thatq allowsq an-

alystsqtoquploadqsamplesqandqtoqgetqaqreportqwhichqcontainsqfilteredqanalysisq

resultsq gatheredq byq theq usedq analysisq pluginsq withinq aq fewq minutes.q Theq

ANANASqanalysisqinfrastructureqisqoperatedqbyqtheqmalwareqlabqatqtheqUni-

versityqofqAppliedqSciencesq inqHagenbergqandq isqusedqbyqanqAustrianqanti-

virusqvendorqwhoqgivesqfeedbackqonqtheqpracticalqusefulnessqofqtheqsystem.
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Victor van der Veen
VUbUniversitybAmsterdamb3Amsterdam-bNetherlandsH

VictorbisbabPhDbcandidatebinbthebSystembandbNetworkbSecuritybGroupbatbthebVUb

Universityb Amsterdamb whereb heb alsob obtainedb hisb MSczb degreeb inb Computerb

Scienceb inb Augustb Tx:Fzb Heb isb currentlyb underb theb supervisionb ofb profzb drzb irzb

HerbertbBosz

Hisbresearchbfocusesbon�butbisbnotblimitedbto�malwarebonbsmartphonesbandbisb

partbofbthebDutchjAmericanbProjectbArrangementbaboutbcooperativebresearchbandb

developmentbonbcybersecurityzbBesidesbmobilebmalware-bVictorbisbalsobinterestedb

inblowjlevelbsystembtopicsbthatbenhancebsystembsecurity-basbwellbasbreversebengij

neeringb andb analyzingb maliciousb codezb Hisb previousb workb involvesb anb injdepthb

analysisbonbtrendsbinbthebfieldbofbmemoryberrorsz

How Google killed two-factor authentication

Exponentialbgrowthbinbsmartphonebusagebcombinedbwithbrecentbadvancesbinb

mobileb technologyb isb causingb ab shiftb inb 3mobileHb appb behavior:b applicationb

vendorsb nob longerb restrictb theirb appsb tob ab singleb platform-b butb ratherb addb

optionsb thatballowbusersb tobconvenientlybswitchb frombmobileb tobPCborbviceb

versab inb orderb tob accessb theirb serviceszb Thisb essentiallyb removesb theb gapb

betweenb multipleb platformszb Manyb twojfactorb authenticationb 3TFAHb mechaj

nisms-bhowever-bheavilybrelybonbthebexistencebofbsuchbseparationzbTheybareb

usedbinbabvarietybofbsegmentsb3suchbasbconsumerbonlinebbankingbservicesborb

enterprisebsecurebremotebaccessHbtobprotectbagainstbmalwarezbForbexample-b

withbmobilejphoneb3TANjbasedHbTFAbinbplace-banbattackerbshouldbnoblongerb

beb ableb tob useb hisb PCjbasedb malwareb tob instantiateb fraudulentb bankingb

transactionsz

Inb thisb talk-b Ib discussb howb theb ongoingb integrationb andb desireb tob increaseb

usabilitybresultsbinbviolationbofbkeybprinciplesbforbTFAzbInbparticular-bIbdiscussb

thebBAndroidbvulnerabilitybandbshowbhowbitbcanbbebusedbtobelevatebabManj

injthejBrowserbattackbtobtakeoverbthebuser1sbmobilebdevicesband-basbabconj

sequence-bbypassbthebchainbofbmobilebphonebTFAbmechanismsbasbusedbbyb

manybfinancialbservicesz
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A walk through the construction of the first mobile
malware tracker

In) this) talk) I) will) start) presenting) the) practical) problem) of) analyzing) the)

botnet)activity)of)Android)malwareS)describing)how)an)Android)bot)typically)

works)and)which)network)primitives)and)transport)they)normally)useH)NextS)I)

will)introduce)a)little)bit)of)the)basics)Ptheory)and)practiceM)necessary)to)start)

a)simple)static)analysis) to)obtain) the) information) that)we)need) to)analyize)

the)botnet)activity)of)a)suspected)botH)ThenS)I)will)show)you)how)TraceDroid)

Ppresented)in)the)previous)talkM)can)be)used)to)collect)the)very)same)inforL

mation)at)runtimeH)After)thisS) I)will)show)you)how)we)constructed)a)simple)

intelligence) tool) to) correlate) such) collected) information) to) provide) a) firstS)

highLlevel) ranking)of) the)network)endpoints) that)are)potentially) interesting)

CRC) serversH) I) will) conclude) with) a) demonstration) of) the) resulting) toolS)

which)our)lab)has)recently)released)to)the)public)as)a)web)serviceH)RemarL

kablyS) this) tool) has) allowed) us) to) discover) malwareLspreading) campaigns)

targeting)ChineseL)and)KoreanLspeaking)bank)customersH

Federico Maggi
Politecnico)di)Milano)PMilanoS)ItalyM

Federico)Maggi)is)a)Assistant)Professor)at)Dipartimento)di)Elettronica)e)InformaL

zioneS)Politecnico)di)Milano) in) ItalyS)working)at) the)NECST)LaboratoryH)SpecifiL

callyS) his) research) interests) are) in) analysis) of) malicious) activityS) Internet) meaL

surements)and)mobile)malwareH)He)is)also)actively)involved)in)research)projects)

funded)by)the)European)UnionH

During)his)doctorate)he)studied)and)made)contributions) in)the)field)of) intrusion)

detection:) he) developed) and) tested) anomalyLbased) tools) to) mitigate) Internet)

threats)by)P:M)avoiding)their)spread)via)vulnerable)web)applicationsS)P1M)detecting)

unexpected)activities)in)the)operating)system�s)kernel)Psing)of)malware)infections)

or) compromised) processesMS) and) P2M) dealing) with) high) number) of) alerts) using)

alert)correlationH)Federico)is)instructor)of)the)graduateLlevel)course)of)computer)

security)at)Politecnico)di)Milano)and)has)been)invited) in)several)venues)to)give)

lectures)about)his)research)workH
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Thea Josefa Ressela Centera fora User;friendlya Securea Mobilea Environmentsa

guHsmileDawasafoundedainajLBjaatatheaUniversityaofaAppliedaSciencesaUppera

Austria.aHagenbergaCampus�asatheafirstaJRaCenteraservicedabyatheaChris;

tianaDoppleraForschungsgesellschaftagCDGDz

JosefbResselbCenter
forbUser-friendlybSecurebMobilebEnvironments

TheagoalaofauHsmilea isa theaanalysisaofa securitya issuesa inacurrentaanda futurea

mobileaapplicationsXa theadesign.adevelopment.aandaevaluationaofaconcepts.a

methods.aprotocols.aandaprototypicalaimplementationsaforaaddressingathemXa

andacommunicationaandaco;ordinationawithaindustryapartnersaandastandard;

izationaorganizationsa towardsaestablishingagloballya acceptedastandardsa fora

secure.ainteroperable.amobileaservicesz

AcademicapartnersaofauHsmileaareatheaJohannesaKepleraUniversityaLinzagJKUDa

anda SBAaResearch.a aa jointa researcha instituteaoperatedabya theaViennaaUni;

versityaofaTechnology.atheaViennaaUniversityaofaEconomics.atheaUniversityaofa

Vienna.atheaGrazaUniversityaofaTechnology.aandatheaStzaPöltenaUniversityaofa

AppliedaSciencesz

Thea researchacentera isa fundeda througha thea Christiana Dopplera Forschungs;

gesellschafta froma fundsa ofa thea Federala Ministrya ofa Science.a Researcha anda

EconomyagBMWFWDaandatheaNationalaFoundationaforaResearch.aTechnologya

andaDevelopment.aasawellaasabyacompetentacorporateapartnersxaABaTelekoma

Austriaa AG.a Drei;Banken;EDVa GmbH.a LGa Nexeraa Businessa Solutionsa AG.a

andaNXPaSemiconductorsaAustriaaGmbHza InajLBö.aÖsterreichischeaStaats;

druckereiaGmbHajoinedatheauHsmileaconsortium�addingatheiralongastandinga

experienceaandaknowledgeaofasecureaelectronicadocumentsz
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Michael Roland
UniversityCofC5ppliedCSciencesCUpperC5ustriaCIHagenbergDC5ustriak

MichaelC RolandC isC aC post2docC researcherC atC theC JosefC ResselC CenterC forC User2

friendlyC SecureC MobileC EnvironmentsC IuTsmilekC ofC theC UniversityC ofC 5ppliedC Sci2

encesCUpperC5ustriaCatCHagenbergDC5ustria0CHisCmainCresearchCinterestsCareCNFCDC

securityCandC5ndroid0CHeCisCtheCcreatorCofCNFCCTagInfoDConeCofCtheCfirstCandCmostC

successfulCNFCCdeveloperCtoolsCforC5ndroidCdevicesDCandCco2authorCofCtheCbookC

T5nwendungenCundCTechnikCvonCNearCFieldCCommunicationC INFCkT0CHeCholdsCaC

B0Sc0CandCaCM0Sc0CdegreeC inCEmbeddedCSystemsCDesignC IUniversityCofC5ppliedC

SciencesC UpperC 5ustriaDC K99éC andC K996kC andC aC Ph0D0C IDr0C techn0kC degreeC inC

ComputerCScienceCIJohannesCKeplerCUniversityCLinzDC5ustriaDCK9PLk0

René Mayrhofer
JohannesCKeplerCUniversityCILinzDC5ustriak

RenéCMayrhoferCheadsCtheCInstituteCofCNetworksCandCSecurityCIINSkCatCJohannesC

KeplerC UniversityC LinzC IJKUkDC 5ustriaDC andC theC JosefC ResselC CenterC onC User2

friendlyCSecureCMobileCEnvironmentsC IuTsmilek0CPreviouslyDCheCheldCaCfullCprofes2

sorshipC forCMobileCComputingCatCUniversityCofC5ppliedCSciencesCUpperC5ustriaDC

CampusCHagenbergDCaCguestCprofessorshipC forCMobileCComputingCatCUniversityC

ofC ViennaDC andC aC MarieC CurieC FellowshipC atC LancasterC UniversityDC UK0C HisC re2

searchC interestsC includeCcomputerC securityDCmobileCdevicesDCnetworkCcommuni2

cationDC andC machineC learningDC whichC heC bringsC togetherC inC hisC researchC onC se2

curingCspontaneousDCmobileC interaction0CRenéChasCcontributedC toCoverC39Cpeer2

reviewedCpublicationsCandCisCaCreviewerCforCnumerousCjournalsCandCconferences0C

HeCreceivedCDipl02Ing0CIMSckCandCDr0Ctechn0CIPhDkCdegreesCfromCJohannesCKeplerC

UniversityC LinzDC 5ustriaC andC hisC VeniaC DocendiC forC 5ppliedC ComputerC ScienceC

fromCUniversityCofCViennaDC5ustria0

Edgar Weippl
SB5CResearchCIViennaDC5ustriak

5fterCgraduatingCwithCaCPh0D0CfromCTUCWienDCEdgarCworkedCinCaCresearchCstartupC

forC twoC years0C HeC thenC spentC oneC yearC teachingC asC anC 5ssistantC ProfessorC atC

BeloitC CollegeDC WI0C FromC K99KC toC K99zDC whileC withC theC softwareC vendorC ISISC

PapyrusDC heC workedC asC aC consultantC inC NewC YorkDC NYC andC 5lbanyDC NYDC andC inC

FrankfurtDC Germany0C InC K99zC heC joinedC theC TUC WienC andC foundedC theC researchC

centerC SB5C ResearchC togetherC withC 5C MinC TjoaC andC MarkusC Klemen0C EdgarC R0C

WeipplC ICISSPDC CIS5DC CISMDC CRISCDC CSSLPDC CMCkC isC memberC ofC theC editorialC

boardCofCComputersCFCSecurityC ICOSEkDCorganizesCtheC5RESCconferenceCandC isC

GeneralCChairCofCS5CM5TCK9P1DCPCCChairCofCEsoricsCK9P1CandCGeneralCChairCofC

5CMCCCSCK9P30
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