












































OBEROSTERREICH

© Michael Roland LResearchLab} [; h}

www.mroland.at Hagenberg OBERGSTERREICH

University of Applied Sciences

(', )

Congress 2012
N Hagenberg )

September 11th — 12th, 2012
Hagenberg, Austria

http://congress.nfc-research.at/

Michael Roland
Research Associate, NFC Research Lab Hagenberg
University of Applied Sciences Upper Austria, Hagenberg, Austria

michael.roland (at) fh-hagenberg.at

* X %
*
*

*

This work is part of the project “4EMOBILITY” within the EU program “Regionale 4:1@9
LAND

Wettbewerbsfahigkeit 00 2007-2013 (Regio 13)” funded by the European regional  grErrrrETT BT
development fund (ERDF) and the Province of Upper Austria (Land Oberdsterreich). _

* *
* gk




	Relay Attacks on Secure Element-enabled Mobile Devices�Virtual Pickpocketing Revisited
	Outline
	Card Emulation
	Secure Element: Current View on Security
	Secure Element in a Mobile Phone
	Android’s Secure Element API
	Mobile Phone as Target for Attacks
	New: Software-based Relay Attack
	New: Software-based Relay Attack
	Card Emulator
	Proof of concept: Test setup
	Test setup: Limitations
	Comparison of different access scenarios
	Measurement results
	Conclusion
	���Thank You!���



